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Vendors

Step 1: Logging In

eRailSafe
Ses

Go to www.erailsafe.com and click Company Log-In.
If it’s your first time, choose security questions and
create a password.

ﬂj\;

Enroll New Company Company Log-In

If you have trouble, contact Customer Support at
1-800-560-6435 or support@everifile.com.

Step 2: Understanding Your Dashboard

“Required Tasks”
Complete tasks by clicking on them. Remove completed tasks from your list by clicking Complete.

Applicant Page

You can add, view, edit, or run background checks reports for your submitted applicants here. Colors
below indicate status for each action.

+ Grey: No action has been taken.
» Green: Clear / Approved

* Yellow: In progress

+ Red: Failed / Needs Review

N: Agple Government Centi| ¥ | Applicant Ssarch: o Seieet 1o View Active Appicants Searcn

st tame sswss! ReportStates Q & B2 BB @ Report Compiete Date

Jones wxx-%633 InProgress D D O 0 @

The following categories of information for each applicant are visible:

+ Report status: “In Progress” if not yet finished, “Completed” in green if approved, or “Completed”
in red if it needs review.

+ Background check (magnifying glass icon)

+ Training (worker icon)

+ Testing (screen icon)

* Photo (camera icon)

+ Badge (badge icon)

How an Applicant Becomes eRailsafe-Certified

The following is required for an applicant to become eRailsafe-Certified:
+ An approved background report (no more than 90 days old)

+ An approved badge photo

+ Completed online training and online testing

eRallsafe For additional questions, please call, 1-800-560-6435. page 2
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Step 3: Submitting an Applicant (Individual and Multiple Entry)

Select Add Applicant and click Go. Add your applicant, select their railroad programs and choose
your location. Make sure all fields marked with an * are completed. Save. Then, click the Active

checkbox.

Enhanced Training and Testing

Assign training and testing by clicking the small
triangle next to the appropriate folder. Then
select the appropriate program.

Program costs (per applicant):

+ UP SMS program: $2

+ UP DTL-eRailSafe driver training: $5
* CN programs: $4

[T Programs Enterprise

[[]  BNSF - eRailsafe BNSF
[F]  cP-eRaisafe
[] 4 N - eRailsafe

Canadian Pacific

Canadian National

= Bulk Truck Unloading Canadian National
[l Manage Fuel Safely Canadian National
[7]  conrail - eRailsafe Conrail

[[]  csX-eRaisafe csx

[F] NS -eRailsafe Norfolk Southern
[] 4 ZJUP - eRailsafe Union Pacific

] UP DTL - eRailSafe Union Pacific

(] UP SMS - eRailSafe Union Pacific

Applicant 1 of 1

First Name™ Middle Name:

Last Name™ Suffix

Address Line 1*:
Address Line 2

Country™ N
oty*

State: .
Postal Code:

Gender*: v Date of Bith*:
SSN/SSI* Emai

Personal Phone:

Actve:

Programs
Enterprise
Union Pacific
BNSF
Canadian National

Canadan Padfic

csx

Adding an Applicant to a Location

To Add an Applicant First:
Choose the location before clicking Save.

The applicant will appear under the specific
location.

To Choose the Location First:
Choose the location. Click Add Applicant and

fill out information.

Vendors
Account Actions Location: [TTENEE ~]  Applicant €
(¥ EditAccount 7] Fistna APPle, Inc. Jame
— = Apple West
- Bob ise
\ if\ Documents | " Apple East
—————— =] o Apple Boston B
(4% Manage Users ) [ courtne pypje Lax |
L] Tiny TIn Apple Faneuil Hall
( |f| Billing -
L — Tammy Apple Govermnment Center 1
( o Locations ] Courtne Apple South Station i
~ [] Courtne testtest |
\ H Accessories \ MARTA
N e/ Courtne, —
Applicant Actions Tammy Test
john doe
[ Tan Bac
§5¥ View Applicants Programs e
‘bx Gk | Apple West
Ol ppple East
fed Bt testest
-~ o MARTA
&t Bulk Upload = i
%) csc Aople Boston
NS - Avple Fenel Hall Norfolk Southern
Q Apple Govemment Center =
[0 Location | Apple South Station
1 et R =

e
°
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Step 4: Editing an Applicant/Uploading a Photo

To edit an applicant, select their location. Then, check the box to the left of the applicant’s name, and
select Edit Applicant. Insert the correct information. Save.

If you edit first or last name, DOB or Social Security Number, you will be charged for a new

background check.

Uploading a Photo

Click the camera icon. Upload the photo and save.The yellow dot means it’s under review.

Photos must be headshots, in front of a light-colored background. Face may not be obscured.

[ First Mame Last Mame
[l 3essica Chastain
[ Rebecca Morris
Upload Photo
s 7| Before you upload your image, ensure the following:

Headshot only (top of head to just below chin, not full body)
Image is in focus, not blurry or pixilated

No sunglasses or hats

Background is a neutral color, no patterns or dark walls
Image file size is no larger than 500KB

File type is a gif, png, jpeg or jpg

\ o2y
.“ k « Resolution is greater than 150px by 150px

)

Need to crop, resize to 500 KB or change the file type of your image before
uploading? A free, simple and secure tool can be found at www PicResize.com

Choose File | No file chosen

Save ( Cancel )

Fixing a Rejected Photo

[T] | First Mame Last Name
] 3essica Chastain
[¥]: Rebecca Morris

Upload Photo (5)
Username Notifications (6)
Rejected Photos (1)

Filter
@  Rebecca Morris

SSMNISSI
oo-xx-9283

oo-xx-9621

SSNISSI
xooc-0c-9283

wooc-oc-9621

Report Stat ..

Completed

il

In Progress

Report Stat ..
Caompletad

In Progress

Qv FEE

0000

Q¢ 2 @@

o999

eRallsafe For additional questions, please call, 1-800-560-6435.
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To upload a new photo, click the applicant’s name.

( Complete ) Cancel )

Reject Reason: large headshot only

Upload a new photo for the applicant through the Required Task List.

Photo Uploaded

The photo uplead required action is complete. To make further changes to the photo please use the Applicant Edit screen.
OK

Deactivating/Reactivating an Applicant

To deactivate an applicant, check the box next to their name and click Deactivate.

To reactivate an applicant, go to Edit Applicant, click the Active checkbox and save. Then, email
support@everifile.com and request enroliment in the necessary programs.

Step 5: Bulk Applicant Uploads

Location: | Railosds 'R Us. Inc. |~ | Applicant Search: O] | Select to View Active Applicants | (_Search ) ( Expont )

To begin a bulk upload, create an Excel file with a column for:

+ First name * Phone number

« Middle name + Email address

+ Last name + Address 1

+ Name suffix + Address 2

+ Date of birth -+ City

+ Social Security Number . State

« Driver’s license number + Province (if outside US)
+ Gender + Country

Save. Select Bulk Upload on the Applicants page. Upload the file. Map your custom fields if neces-
sary. Then click Submit.

(la BukUpioad )

eRallsafe For additional questions, please call, 1-800-560-6435. page
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History

Date

11/05/2015 08:06 ..
11/05/2015 08:06 ...
11/05/2015 08:0

11/05/2015 08:06 ...
11/05/2015 08:0
11/05/2015 08:0

G G o

G & o

Step 6: Assigning a Program

Select the applicant by checking the box by their
name and clicking Programs. Check the box
next to the desired program/railroad name, and
then click Enroll.

You can select more than one applicant at a
time.

eRailSafe
900
ToDo Appicants My Account »
Apphcant
Apphcant Actions.
(Charles S Frans
o vew iy e s
48, 0 Agpicant nen Fack
° - Unen Pacfc
e
& Bukupoas o
Canadan Natoral
St oot
O Heo
E

Step 8: Applicant History

To view the history of an applicant, click History.

This will display every action that has been
completed on the applicant.

User Event

Abby Gail Company submitted report for applicant

Abby Gail ERS Background Report report was ordered

Abby Gail ERS Background Report report was ordered for applicant: Sallie Hampton by user
Abby Gail

Abby Gail Applicant note added. Enrolled applicant in CSX - eRailSafe for CSX

Abby Gail User created applicant

Abby Gail  Applicant info saved

[

Step 7: View Reports

Select the box next to the individual you wish to
view. Click View Reports.

Select Preview. The report details will appear in
the report window in PDF format.

Report status is available for each report.
COMPLETED for a completed report

IN PROGRESS for a report that is pending
REJECTED for a report with issues

........

Step 9: Moving an Applicant
Click Move Applicant under Applicant Actions.
1. Their status must be active.

Applicant Status

Active

2. They must either: have an active eRailsafe
badge OR not be enrolled in any programs.

Complet=d @ @ @ @ @
Completed @ @ @ O @
[C] FirstName LastName SSN/SSI ReportStatus Q & EA [ED Report Complete Date  Created Date  Applicant Status
Peterson 00-3¢-9861
3. You must access them through your
, .
company’s main account.
Locations
Expand All | | Collapse All MOVE II lcmts
4 (] Railroads R Us, Inc.
Sacramento
San Francisco —
T
(BT HlIRailroads ‘R Us, Inc ] v 5
Railioads 'R Us, Inc. Samcl) Movs Applcnts
First N& N
= Sacramento
I Jessiea san Francisco

a service of eVerifile
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Step 10: Retrieve Training and Testing Information

To retrieve username/password for an applicant,click Manage Users*, then Applicants. Enter the
applicant’s first or last name in the appropriate field, then click Search to find the applicant’s user-

name. Click Reset Password.

To restore training click the button under the Restore Training column.

*If you have multiple locations, choose Locations, select the applicant’s location, and then click Account Users.

Manage Users

Search forauser: User Name: First Name: Last Name:

User Name First Name Last Name Emai Active  ResetPessword  Restore Training o i ey
e el & - o son
Morris0622 Rebecca Morris B £

Mac0315 Anna Mae

Step 11: Applicant Search Status

To search or filter applicants by status, click the *Applicants tab* and then *Applicant Search Status*.

Choose the desired status the drop-down menu.

All applicants of that status will appear in a list. Export by clicking *Export Results*. Choose a date

range to further refine your search.

eRailSafe

ToDo || = Applcanis | [ My Account ~ | [ Reportig -

‘Sweets Mcgee: Logou

)  (Applcant Search
Applicant

Status: v Start Date: 3 End Date: 3 Status: Photo not uploaded &

(search ) (Export Results
SSNSS Badge ExpratonDate Staus
Name SSNIsSI Badge Expiration Date  Status
Juliet C. O'Hara 00¢30¢-2319 Active, Need Photo, Report Under Review
Carlton A. Lassiter 00¢:206-2369

No data to dispiay

ctive, Test Not Taken, Need Photo
Mystery Rail Inc. Phylicia Guster 0001896

Step 12: Summary Report

Click the Reporting tab, then the Summary Reports tab.Choose All or a specific location, then

Download Applicant Summary Report.

Click OK to begin the download. Open the file to view.

Je.R.mallsaf? Locations™®: Mystery Rail Inc. w7
All
::| To Do - Applicants My Account J7F\‘epo|'ting = { Wp Mystery Rail Inc.
\M‘ © Clueless Lakes

Reading Rail Express

Sherlock or Sherlock
Industries

Active, Test Not Taken, Need Photo, Report Under
Review

e
°
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Mystery Rail  |null Phylicia Guster 753241896 05/16/1960 106/25/2015 06/25/2015 Completed Needs Review |BNSF - 06/25/2015
Inc. 10:44:54 eRailSafe

Mystery Rail  |null Carlton Lassiter 785412369 02/14/1980 106/25/2015 06/25/2015 Completed Needs Review [BNSF - 06/25/2015
Inc. 10:44:48 eRailSafe

Mystery Rail _[null [utiet OHara 5472314 |08/12/1984  |06/25/2015  |06/25/2015 |06/25/2015 Completed | Need: BNSF - 06/25/2015
Inc. 10:47:21 10:47:52 10:44:48 eRailSafe

Mystery Rail  |null Gus Showbiz 685742314 08/15/1983 106/25/2015 06/25/2015 Completed Needs Review |BNSF - 06/25/2015
Inc. 10:44:39 eRailSafe

Mystery Rail  |null Shawn Spenstar 754128965 04/25/1983 106/25/2015 06/25/2015 Completed Needs Review |BNSF - 06/25/2015
Inc. 10:44:23 eRailSafe

Sherlock or null Irene Adler 345785214 04/22/1981 06/26/2015 Completed Need: BNSF - 06/26/2015
Sherlock 10:56:03 eRailSafe

Industries

Sherlock or null Johnathan 'Watson 954785263 08/26/1977 106/26/2015 leted Needs Review [BNSF - 06/26/2015
Sherlock 10:53:45 eRailSafe

Step 13: Denial Process

Applicants may be denied to the eRailsafe US program due to

the following reasons:

+ Social Security fraud alerts

+ Felony conviction within the past 7 years
+ Misdemeanor within the past 5 years
+ Probation/Parole/Release from incarceration

within the past 5 years
+ Active warrant
+ Any open court case
+ A history of crimes of concern
+ Permanent disqualifier

+ Background check cancelled by contractor
+ Out of Service Area—physical address of applicant

is far from the rail yard

Below are the most common reasons for an SSN discrepancy:

Reason for SSN Discrepancy

Applicant’s legal first name was
not entered

Multiple last names appear

Multiple first names appear

Example

Entering “Dan” instead
of “Daniel”

Women with maiden names or
applicants with 2 last names

Applicants who often go by their
middle names or nicknames

gﬁgilSafe

Attention Valued Clent

This is 2 courtesy notification to advise you that the background report for your
candidstelemployee(s): Adam Smith

Has come back with a possitle SSN discrepancy. A SSN discrepancy can result
from several matters including: the SSN trace data not matching the provided
name, the date of issuance preceding the candidate's/employee’s date of birth,
the SSN is associated with the Death Master File (Social Security Death
Index)SSDI} Index. no history associated with the SSN. etc. This doss not mean
the SSN i not valid for your candidatelemployee(s).

Please verify the applicant's legal name and SSN. If the information i accurate.
piease upload the frant and back of the applicant's social security card and
government identification card in the appeals folder in the applicants file

Upload Steps

1. Click on the box next to the applicants name
2. Click the document button

3. Click on appeals

4. Click on the + 5ign to 3dd the document

Ifthe information is inaccurate, please update the employee's file to reflect the
correct information.

Once this discrepancy is resolved, your candidatelemployes(s) can move forward
with the ceriification process. If we are unable o resolve, it wil be passed to the
appropriate railroad(s) for discrepancy review.

Please provide the phone numbsrs for the candidate/employze(s) above so that
we may contact them directiy to obtain more information

“If these candidates are already employed with your company you may upload
that information.

How to Resolve

Update applicant’s First Name*

+ Upload front/back of Social
Security card and front/back of
government-issued ID (ex. Driver’s
license/US passport) to Appeals
folder through Documents button

+ Update applicant’s last

name to contain all last

names”

Upload front/back of Social Security
card and front/back of government-
issued ID (ex. Driver’s license/US
passport) to Appeals folder through
Documents button

e
°

Rallsafe For additional questions, please call, 1-800-560-6435.
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Different person’s name/ Applicant’s name is Adam

address history appear Smith but Susan Roberts is
the only name that appears on
the address history or appears
several times

No Address History OR SSN * Applicant is 25 years old or
Validation Fail younger
+ Applicant has held an SSN for
less than 7 years

+ Check SSN*

+ Upload Social Security card and
goverment-issued ID to Appeals
folder

Upload front/back of Social
Security card and front/back of
government-issued ID (ex. Driver’s
license/US passport) to Appeals
folder through Documents button

PLEASE NOTE: Anything with an (*) means that new background reports will be run based on the

new information entered and your company will be charged.

To order pre-adverse and adverse action letters, click Pre-Adverse Action and then Adverse
Action. To file an appeal, select the denied applicant’s name. Upload any documentation needed to

support the appeal, and click Appeal.

Click the railroad you are appealing to, and enter a reason for the appeal. Click Appeal Action. Click

Yes in the confirmation box to file the appeal.

If an applicant’s appeal is denied, it will not be reconsidered.

If information in a background report is inaccurate, file a dispute. Click the box next to their name,

and then Dispute.

Upload Photo (3)
Username Notfications (3)
Denied Appicants (3)

Conpete ) Cance | ( Aggenl )  Dapte

Appacant Michael Schumacher

7| Dened Programs

V| - eaisafe

P - { Confirm
Mchael Schumacher denied by Unon Packc

?/ Are you sure you want to Appeal?

Yes No

In the Notes section, insert specific information about what the applicant is disputing. Then click Add.

Note*: Case number CR-0002340-2013 out of Clark County, Nevada does not
belong to applicant. Case 100034-JR out of Cobb County, GA was
downgraded to 2 misdemeznor.

Add

eRallsafe For additional questions, please call, 1-800-560-6435.
Q0o asenvice of eVerifile

page



Inserted D

sber ¢ Confirm 5/201

rappli 9 ) Are you sure you want to Dispute?
ded to \'./ v Y .

applic Yes No 5/201
Enroll ..5/201

Click Dispute Action, and then Yes. A dispute can take up to 30 days to complete.
An appeal should be filed when the applicant would like the railroad to reconsider their application.

A dispute should ONLY be filed if some part of the background check includes inaccurate
information.

Step 14: UPS Tracking

Access the tracking number for a badge by clicking the box next to the applicant’s name, and then
Tracking Number. Copy the number that appears and enter it on www.ups.com.

QTrac:king Number

Information |
Tracking Number is : 12140515P297212457
OK
1
Step 15: Recertification
You will be notified when an applicant is up for recertification.
Upload Photo (39) - Name: rose g carolin Date of Birth: 12/12/1989
Recertifications (3) . Gender: SSN/SSI: 678783211
i Address: 234,west |ane
Fitter woodstock, GA 30189
(08/28/15) arun vijay United States
58 day(s) left
(08/29/15) vinoth kumar [ Program
59 day(s) left

<

89 day(s) left [] BNSF - eRailsafe
CN - eRailSafe
Conrail - eRailSafe
CP - eRailSafe

CSX - eRailSafe
NS - eRailSafe
(_Recertify ) ( Deactivate ) (_Cancel )

Username Notifications (67) -

To recertify an applicant, select their name, then the programs / railroads for recertification. Then
click Recertify.

If an applicant is already inactive, the Recertify button will be grayed out. Click the Active checkbox
in their file, then Save to resolve this.

eRallsafe For additional questions, please call, 1-800-560-6435. page
Q0o asenvice of eVerifile



My Account

Step 1: Managing Users
Select My Account and choose Manage Users.

eRailSafe
il

*If you cannot see the add button, hold the <CTRL> button and use the (-) sign to zoom out of the application.
You can search for a user, enable or disable a user’s access, and create users.

The following are the user roles and their capabilities:
* Vendor Administrator

Full access to all locations and managing users including location administrators.

* Location Administrator
Access to manage users for locations, initiate and view background checks.

+ HQ Accounts Payable
Access to view and pay invoices for all locations (if the account is set up for centralized).
 Location Accounts Payable
Access to view and pay invoices for all locations.
* HR User
Access to initiate and view background checks for a specific locations
* HR Viewer
Access to view background checks for a specific location.

e Rallsafe For additional questions, please call, 1-800-560-6435. page 11
Q0o asenvice of eVerifile



Step 2: User Info and Role Assignment

To delete a user, select Delete. To edit a user, click Edit. To add a user, select Add. Add the user’s
name, email and phone number.

Roles are defined by the type of activities you want the user to be able to perform.
Choose a role by selecting it and using the right arrow to add it to the right hand screen.
You can restrict user access to certain report types by selecting them and moving them to the right

hand screen. Save. An email will be sent to the new user with login information and instructions on
how to create their own password.

e
°

Rallsafe For additional questions, please call, 1-800-560-6435.
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Assign a User to Multiple Accounts

If a user needs access to multiple accounts, contact Customer Support at 1-800-560-6435 or

support@everifile.com .

Step 3: Adding a Location

Select Locations on the My Account drop-down menu. Click New Location Here.

*To add a general location, highlight your company name and select New Location Here. If you wish

to add a sub-location to an existing location, highlight it and click New Location Here.

Shipping Contact

You can have badges and accessories sent to different locations. Go to the My Account tab then

click Locations. Enter information for the person receiving packages from eRailSafe at that location.

Then click Save.

Location Info Location Users Location Contacts
State™: MA hal
Zip Code™*: 02123

Shipping Address

#! Shipping address same as account address?
Address Line 1*:

Address Line 2:

Country™:

City*:

State™*:

Zip Code*:

Shipping Contact

First Name*: John Last Name*:

Save | | Cancel

Watson

e
°
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Step 1: View Invoice

To access your organization’s invoice, click on My Account and choose My Invoice.

Step 2: Updating Payment Information

Click on My Account and then Update Payment.

View Invoices Billing Contact Update Payment

Card Holder Name™:

7= &l e =
Card Number™: Security Code™:

Expiration Date™: |Month v a3 v

Billing Address

Address Line 1%:

Address Line 2:

Country™: Select a count s
City™:

State: hd

Postal Code:

Update Payment |

I

e
°

Rallsafe For additional questions, please call, 1-800-560-6435.
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My Info

The My Info tab includes contact information for you and your company, all of which can be edited.

Customer Information My Information
Account
Account Mumber:

Phone Number*: |770-859-9899

Website:

Address Line 1*: | 123 Sycamore Lane
Address Line 2:

Country*: United States v
City™*: Arlington

State™: VA v
Zip Code™: 22101

Shipping Address

' Shipping address same as account address?

(_Save (_ Cancel
r
Customer Information My Information
First Name™: Sweets
Last Name™: McGee

Phone Number*: | 770-859-9899
Alternate Phone

Number:
Email*: Sweets.McGee@email.com
Password: seevene

Confirm Password; | sssssses
Select a primary security question:
What high school did you last attend? w
Answer:
Simpson High School
Select 2 secondary security question:
What is your mother's maiden name? 7
Answer:

Smith

Save ) (__ Cancel

e Rallsafe For additional questions, please call, 1-800-560-6435. page 15
Q0o asenvice of eVerifile



Document Library

Step 1: Accessing Your Library
You can upload documents required for your users with unlimited storage space.

Click My Account and then Document Library.

Upload & Manage Documents

«) Add Document

Name Info
4 ( Company Documents
4 Logal Documents
7 year with felony.docx 7 year with feony oo | &
() Traiing Documents:

() My Documents

Step 2: Uploading Your Documents

Click Add Document. Select a system folder and document type. Click Save.

Save To: Legal Documents

Document Type:  Passport
Upload File Unknown
Click the butt Video
Choose File Training Document
Social Security Card
Passport

Birth Certificate

Report Check

Summary Report

Business License
PreAdverseActionTemplate
AdverseActionTemplate
Pre-Adverse Action Letter

Step 3: Viewing and Printing Your Documents

To view a document, select its folder and then click it. To print, right click your mouse and select
Print.

Step 4: Deleting Your Documentation

To permanently delete a document, use the delete button to the right. Deleted documents are not
recoverable.

e Rallsafe For additional questions, please call, 1-800-560-6435. page 16
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